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Worksheets for School Classes

Facial Recognition

What Can Machines Read in Our Faces and
What Is This Information Used For?
fotomuseum winterthur

EXPLAINING THE
CONCEPTS
Introductory Task: Work Analysis 					
Whole class, 20 min

1. Watch the video by the two media artists Rafael Lozano-Hemmer and Krzysztof
Wodiczko. This is a video installation that was shown in 2016 at the Art Basel art fair.

Zoom Pavilion

Rafael Lozano-Hemmer and Krzysztof Wodiczko, Zoom Pavilion, 2015
3:52 min, Art Basel, 2016

2. Read through the questions, watch the video again more closely and consider your
answers:
>> What do visitors to this video installation experience when they enter the room?
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>> Observe the reactions of the audience. How would you react?

>> Make some guesses: How does this installation work and what technology is it based
on?

>> Where have you already been in contact with this technology and what is it used for?

>> What information does the video give to the visitors?

>> What might the artists have intended with this work?

3. Discuss your answers in plenary. The teacher will tell you more about the video
installation.
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Defining the Concept: What Is Facial Recognition?
Pair work, 50 min

1. Read the definitions in the yellow boxes carefully. Explain the concept of facial
recognition in your own words and think of more examples where you have already
encountered the technology in your everyday life. (10 min)

Facial Detection

Jochen Tack, Alamy Stock Foto

Facial detection is used to see faces in images or videos. We know this
mechanism from digital cameras. It makes it possible to focus on a face. Often
the detected faces are set in a frame that notes exactly where they are located.
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Facial Recognition

Facebook’s tagging function
Source: https://www.digitaltrends.com/computing/facebook-facial-recognition-privacy/
(accessed 07.05.2020)

We speak of facial recognition when the artificial intelligence identifies whose
face can be seen in the picture, meaning that it links the face to the name of the
person. This is used by Facebook when automatically tagging individuals.

Facial Analysis

Facial analysis of sex, age and facial expression
Source: https://wonderfulengineering.com/ai-can-tell-person-male-female-reading-lips/
(accessed 07.05.2020)

The third level, facial analysis, goes so far that the artificial intelligence can
analyse faces by comparing or linking additional information to the face that
has been detected. This can gauge emotions or predict age, gender, sexual
orientation, origin or income. This kind of analysis is used for intelligent
advertising banners that adapt their content based on scans of passers-by and
their interests and consumer behaviour.
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2. Evaluate the three levels of facial recognition. Which do you find harmless, and which
problematic? Justify your opinion. (5 min)

3. Working with a partner, test the following applications of facial analysis. One of you
selects a personal selfie and interprets it using David Dao’s Face/Off Singularity. The
other person analyses their face using Stealing Ur Feelings. (20 min)

Face/Off Singularity

David Dao, Face/Off Singularity, 2020
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Stealing Ur Feelings

Noah Levenson, Stealing Ur Feelings, 2019

4. The two web tools Stealing Ur Feelings and Face/Off Singularity were developed to
show how facial recognition and facial analysis work. Compare your results and answer
the following questions: (15 min)
>> What factors can be ascertained using facial analysis? Make a list.

>> Do the results of these web applications apply to you? What surprised or shocked you?
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>> What could this data be used for? Discuss possible applications.

How Does Facial Recognition Work?

While humans are good at detecting faces, a computer needs to be taught this skill.
Machine learning is applied for this purpose: the first step is to get the computer to
understand what a face is by having it look for repeating patterns, analysing thousands of
facial images until it has learned what constitutes a face. Over time, it is able to recognise
the key facial features like the eyes, nose and mouth and can then create what is called a
biometric data set for any face – a geometric grid that measures parts of the face and the
distances between the features. This can be used for identification purposes, in much the
same way as a fingerprint.
The way facial detection works varies depending on the software and the complexity of
the application. Complex systems that are also used to identify a face generally utilise
sophisticated procedures and calculations to analyse the characteristic features of a face.
This software is also able to concentrate on constant features, which means that it can
discount or ignore things like make-up or glasses when recognising faces.

Recognition systems look for characteristic points in faces. This leads to unique
geometrical forms, analogous to fingerprints.
Source: https://medium.com/cracking-the-data-science-interview/snapchats-filters-howcomputer-vision-recognizes-your-face-9907d6904b91
(accessed 07.05.2020)
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APPLICATIONS
Where Is Facial Recognition Used?
Individual work, 30 min				

In our everyday lives facial recognition is already in use in various ways. It saves us a lot of
work and opens up new opportunities for communication and surveillance. We often
encounter the technology without consciously knowing that it is being used.
									
1. Read the following texts on the different uses and watch the videos in the links.
Identification
Facial recognition is often used to check a person’s identity. This takes place, for example,
in automated passport control, which has been in use since 2018 at Zurich Airport. A
machine scans your passport and checks its validity. Then it uses facial recognition
software to compare a portrait photograph it takes live with the photograph in your
biometric passport. If the person is identified as the holder of the passport, then the gate
opens. If something suspicious is found, then a police officer will make additional checks.
In this way the airport can carry out passport control more quickly and with fewer staff.
This technology is legally safe, as the data gained is deleted immediately and use of the
automated system is voluntary.

Ennio Leanza, Airport Zurich, Automated passport control, 2017
© Keystone/Ennio Leanza

Another area of use is in unlocking smartphones. The data on your smartphone is
sensitive and should not be freely available to other people. Security can be provided by
number codes, passwords and fingerprint scans. More and more smartphones can now
be unlocked simply by looking at them. The integrated camera scans your face in 3D and
creates a kind of elevation profile, an infrared image and a number of two-dimensional
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images. To unlock the device, the system compares this data with data the user has
stored. The software also tests if your eyes are open. Other providers scan the iris or just
compare an unmoving image. Depending on the method, the technology is more or less
secure. Tests have shown, however, that nearly 40 percent of devices are susceptible to
simple tricks like showing the camera a photograph of the owner.
Surveillance
Cameras aren’t just used to monitor activity in buses, stations and airports, they can be
found in many shops too. These surveillance cameras are now increasingly equipped
with facial recognition functions. These can make it possible to more quickly and more
simply identify registered criminals. For security reasons, it makes sense to have these
surveillance cameras at airports and they are also used in retail stores to catch shoplifters.
This becomes controversial when facial recognition software is integrated and biometric
data (e.g. the geometry of a person’s face) is collected and stored. If this sensitive facial
data falls into the hands of thieves, then they can potentially pass themselves off in the
digital world as the person whose identity they have stolen. This might make access to
personal e-banking apps possible.
>> Watch the following video:

Facial recognition is going to be everywhere, c|net, 20.03.2019, 3:29 min

Social Media
On social media platforms like Snapchat photos can be adapted with animal faces,
masks and other humorous filters, and then sent to other people. Perhaps you have
already asked yourself how the app manages to put these features in exactly the right
place on your face. It uses facial recognition software. Before you press the trigger, your
face is precisely measured: eyes, bone structure, lips, nose and mouth are all given
precise coordinates. From this, the software makes a moving model that corresponds to
your face, based on an ‘average face’. The filters are then projected onto this image. For
this to work, the machine learning software was trained to recognise facial features using
hundreds of images.
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In Snapchat, facial recognition software makes it possible
to add filters very precisely to faces.
Source: https://medium.com/cracking-the-data-science-interview/snapchats-filters-howcomputer-vision-recognizes-your-face-9907d6904b91
(accessed 07.05.2020)

Many people are not aware that the data, videos and images that they make with
Snapchat are saved on Snapchat servers. This image material is used to train the
algorithms and to further develop the technology. This also explains why the makers have
an interest in offering the platform for free, so they can collect the maximum amount of
training material. Our private photos thus help to develop the technology.
The company can also easily exploit the details that users have to provide when
registering for the app to link an image gained through facial recognition to a real person
and their name. When using the app, we also provide our location, and it is potentially
possible for the provider to pass this data on to third parties (brands or advertisers). The
profiles could also be misused by criminals or by states, police or secret service agencies
for the purposes of control and surveillance.
Personalised Advertising
What would be presented on an advertising poster if it knew what you wanted? The
advertising business is doing intensive research into ways to advertise products in a more
targeted manner according to the wishes of passers-by. Facial recognition makes it
possible not only to gain detailed data about people’s consumer behaviour on the
internet but also to create tailor-made advertising messages in public space. In London’s
Piccadilly Circus, intelligent digital advertising banners are already in use. They present
advertising messages based on integrated cameras that read the age, sex and mood of
passers-by and then target their responses to them. The colours, models and brands of
passing cars are also registered.
In Switzerland APG is researching a system with personalised advertising. A test with
targeted advertising in German supermarkets had to be dropped after coming under fire
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from the public. The technology is in a legally grey area here. Data protection regulations
require guarantees that the data registered cannot be used to draw conclusions about
specific individuals.
>> Watch the video on the subject:

Personalised advertising via facial recognition, CNN, 12.03.2010, 2:27 min

Contactless Payment
Just take whatever you want in the supermarket and then leave the shop without queuing
– Amazon is advertising this for its supermarket chain Amazon Go. In the USA there are
already sixteen such shops with no cash desks or sales staff. Of course, this isn’t quite as
simple as it sounds. The items you take with you are logged using sensors and cameras.
AI systems then identify what products you have ‘bought’ and after leaving the shop the
customers are charged for them via an app. Amazon is not transparent about how
exactly this works. It is a combination of different technologies such as movement
tracking, facial recognition and product reading. Data protection activists object that
customers cannot know when they shop in an Amazon Go supermarket what data is
collected and what happens to the data. They see dangers in the potential for creating
detailed customer profiles and passing them on to third parties. Personalised pricing is
also possible using the data that is collected.
At present in Switzerland Valora and Migrolino are also working on shop designs like
Amazon Go. Migrolino wants to test shop access using facial recognition or smartphone
identification. Valora is planning mini shops, in which customers scan products using an
app and then pay for them. Also, the use of facial recognition is being tested at coffee
machines. The retailers hope to speed up the buying process, save costs and be able to
operate shops outside of opening hours. In the process, they gain access to customer
data that tells them a lot about buying behaviour. This data can be used to sell more to
customers using targeted advertising or product suggestions or to better exploit their
willingness to pay.
It is still not decided when and if the technology will be introduced. Guidelines on data
protection are stricter in Switzerland than in the USA, for example. To use facial
recognition systems, customers must give their express permission. The introduction of
this technology is also heavily dependent on it being accepted by the public.
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>> Watch this advertising video by Amazon Go:

Introducing Amazon Go and the world’s most advanced shopping technology, 1:49 min

2. What do you think of the use of this technology? Is it terrifying or terrific?
Write a list of pros and cons for each of the uses presented.
3. In a third column add whether you use the technology – or would use it if it was
introduced.
Pro

Contra
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SUSCEPTIBILITY TO
ERROR

Group A

How Well Does Facial Recognition Work?
Group work, 45 min

1. Watch the video. (5 min)

German police tests face recognition software, DW English, 25.08.2017, 2:15 min

Video surveillance in public space
Running to the end of July 2018, a trial on automatic facial recognition was
undertaken at the Berlin Südkreuz rail station. The authorities wanted to find
out how reliable the new technology was. The results are unsettling.
2. Discuss the findings of the trial in your group: (5 min)
>> Why are the results worrying?

>> What consequences could incorrect facial recognition have?

3. Now read the text on the additional sheet. It provides answers to the questions
discussed. (5 min)
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What Are the Challenges Posed by the Technology?
Susceptibility to Error
The experiment at Berlin’s Südkreuz station shows that at this station alone identification
errors deriving from facial recognition led to 100 people per day falsely coming under
suspicion. In the USA police and security agencies carry out facial recognition using the
photos from driving licences as a means to fight crime. The data of a majority of the
population is thus used without their knowledge. As the technology is very prone to error,
there are multiple instances of false identification, which can lead to missed flights,
lengthy interrogations, inclusion on observation lists, unnecessary police checks and
even false arrest.
4. What would have to be done to make the technology less susceptible to error?
>> Consider measures that programmers, users, public authorities or data protection
activists might use or decide upon – and write a plan of action. (20 min)

5. Sit with someone from the other group. Present your analysis of the problem and your
plan of action to the other students. (10 min)
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BIASES AND
DISCRIMINATION

Group B

How Well Does Facial Recognition Work?
Group work, 45 min

1. Look at this example:

‘Google Photos, y’all fucked up. My friend’s not a gorilla.’
Tweet by Jacky Alciné, 29 June 2015
Source: https://media.wnyc.org/i/800/0/c/85/1/jacky_tweet_centered.png

‘Google Photos, y’all fucked up,’ tweeted Jacky Alciné in 2015. ‘My friend’s not a
gorilla.’ Google Photo is a program that is meant to make it easier for users of
smartphones to sort their photos, by using image recognition software to tag
photos with certain labels that are then used to categorise them. Facial
recognition had inadvertently identified the Black couple as gorillas. Because
Alciné is himself a software developer, he knew immediately why the problem
cropped up on Google Photo – he tweeted, ‘Like I understand HOW this
happens; the problem is moreso on the WHY.’
2. Discuss in your group: (10 min)
>> How could the false labelling have come about?
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>> Why is this problematic?

3. Now read the following text. It provides answers to the questions you have been
discussing. (5 min)

What Are the Challenges Posed by the Technology?
Biases and Discrimination
Google Photo’s embarrassing gorilla slip-up shows that systems can generate errors on
the basis of incorrect tagging but lack the necessary sensitivity to make ethical and moral
associations. This is particularly painful in this case, because the tagging created a racist
connection between word and image in the shape of a reference that has been applied
to Black people with disparaging effect ever since they were first enslaved. Learned
‘prejudices’ can be perpetuated through automation.
Google Photos is not an isolated case: Joy Buolamwini from the MIT Media Lab studied
the facial recognition software of Microsoft, IBM and the Chinese company Face++. She
ascertained that the software is clearly better at recognising the faces of white men than
Black women and women of colour. Whereas white men were recognised with a margin
of error of 0.3 per cent, for women of colour this figure rose to 30.3 per cent.1 One of the
reasons for this is the lack of diversity in the image material used to train the systems.
Depending on the training set, around 75 per cent of the training pictures present ‘males’
and 80–85 per cent of them show white people or individuals who are read as white by
the programmers, even though they consider themselves people of colour.
This can have serious consequences, including the fact that automatically driven vehicles
recognise BIPoC (Black, indigenous and people of colour) less well, that cameras with
facial recognition inadvertently misidentify BIPoC or fail to identify them at all, and that
Black women and women of colour are automatically excluded in automated application
procedures.
1 Joy Buolamwini, Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification,
S.1, MIT Media Lab 2018.

4. What would have to be done to make the technology free from racism and
discrimination? Consider measures that programmers, users, public authorities and
data protection activists might take and write a plan of action (20 min)
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5. Sit with someone from the other group. Present your analysis of the problem and your
plan of action to the other students. (10 min)
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PROTECTIVE MEASURES
Why Should I Protect Myself from Facial
Recognition Software?
When you think about what your data can tell other people, it may not seem to be such a
big problem. Who is interested what holiday selfies you post or what Snaps you send?
The problem is that we can no longer entirely control what happens with these images.
Companies and data brokers can read intimate digital patterns from them: your habits,
movements, relationships, preferences, opinions and secrets.
It is important, then, that you take care which pictures and data you put on the internet.
You can influence the use of profile images by carefully checking the settings on social
media platforms and not permitting the system to recognise and tag you on photos. You
can also check on the photos in which you have tagged yourself and other people and
you can remove the tags. Only reveal your location when this is absolutely necessary.
Motivate colleagues, friends and relatives to support you in controlling your own
ephemeral data.
Practical Test with the Data Detox Kit
Homework, 30 min

The NGO Tactical Tech can help you to increase your digital security and to protect your
privacy with its Data Detox Kit. Follow the instructions step by step and implement them
on your own smartphone:
>> https://datadetoxkit.org/en/privacy/essentials/

What Is Data Protection?
The concept of data protection emerged in the second half of the twentieth century and
is defined as the protection of privacy in data processing and the right to selfdetermination in the handling of information. This means that everyone is free to decide
for themselves what personal data should be accessible to whom and the purposes for
which it can be used. However, the actual data protection regulations vary from country
to country.
Facial recognition collects personal data,1 making it possible to clearly identify individuals.
This data is particularly sensitive and worth protecting. If it is collected or processed
without the permission of the person in question, then their basic rights and freedoms are
endangered, and they are – depending on the country they live in – entitled to take legal
steps to combat this.
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Data protection law regulates the use of facial recognition software for private users,
public authorities and states. Providers and operators of online platforms must also
comply with data protection law and are obliged to protect the rights of their users.
1 We define personal data as all the information that can be attributed to a person, including address
details, age, personal interests and preferences, the location data that a smartphone registers via GPS,
photos of yourself (e.g. profile photos), etc.

Did You Know?

In May 2019, San Francisco was the first city in the world to ban the use of facial
recognition technology. Neither public authorities nor the city police are
permitted to use it. The city government justified its decision as a defence of
citizens’ rights. San Francisco is an important centre for high-tech industries and
has taken a responsible approach to regulating the safe use of new
technologies.

What Protection Measures Have Been Developed
by Artists and Activists?
Individual work, 15 min

Contemporary artists and activists are responding to the topical issue of facial recognition
and developing ideas about how to take a stand against it. The following examples show
that these include very practical applications in research and in protest movements:
1. Watch the video by computer scientist and activist Joy Buolamwini. She addressed the
problem of discriminatory algorithms in her PhD dissertation at the MIT Media Lab, and
developed possible solutions.
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Joy Buolamwini, TED Talk: How I’m Fighting Bias in Algorithms,
TED Institute, 2017, 8:45 min

2. Answer the following questions:
>> Which problems does the scientist describe?

>> How do these come about?

>> How does she work against them?
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Adam Harvey, Camouflage Art
The US American artist and researcher Adam Harvey lives and works in Berlin. His work
deals with surveillance, privacy and computer technology. In his CV Dazzle project, he has
developed a kind of modern camouflage that can protect us from facial recognition. The
name is taken from a method that made use of cubist-inspired patterns to disguise the
size and locations of battleships. It was used in World War I by the Royal Navy and the US
Navy.
In similar ways he uses hairstyles and make-up to redesign the face, thereby interrupting
the points of reference that facial recognition uses to detect human faces, such as
symmetry, contours and the position of the facial features. The result is a fashionable ‘antiface’.
>> For further information on the artist and the project, see https://ahprojects.com/cvdazzle/
>> Look Book: https://cvdazzle.com/

Did You Know?

This camouflage is not just a fashionable idea with no connection to the realities
of everyday life, as has been evident in the protests in Hong Kong. Since 2019
there have been demonstrations in the Special Administrative Region against
Chinese influence against the present government, and the new laws it has
introduced. Protesters are identified and prosecuted on the basis of cameras,
facial recognition software and other methods of digital espionage.
The demonstrators have developed simple but effective ways of outwitting the
prohibition to cover their faces with masks. They conceal their identity with
hairstyles, umbrellas, caps and glasses. They also use cheap laser pointers to
interfere with expensive recognition systems. This has led to new forms of
resistance.

>> Watch this video showing how to create a hairstyle to foil facial recognition: https://www.independent.
co.uk/news/world/asia/hong-kong-protests-mask-ban-china-face-covering-hairstyle-a9145181.
html?jwsource=cl
>> And here you can read more about the protest movement and the measures people take to protect
themselves: https://www.nytimes.com/2019/07/26/technology/hong-kong-protests-facialrecognition-surveillance.html
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Creative Assignment
Partner work, 45 min

1. Let yourself be inspired by Adam Harvey’s Look Book. Create your own covered or
distorted portrait of your face, with the aim of preventing it from being identified by
facial recognition software. Use make-up, style your hair or stick things on your face
(e.g., using party decorations).

CV Dazzle Look 1, 2010. Photo: Adam Harvey
CV Dazzle Look 2, 2010. For DIS Magazine, photo: Adam Harvey
CV Dazzle Look 3, 2010. For DIS Magazine, photo: Adam Harvey
CV Dazzle Look 4, 2010, For DIS Magazine, photo: Adam Harvey
Source: https://ahprojects.com/cvdazzle/
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Styling Tipps
——Wear make-up that contrasts with the colour of your skin and the contours of your face
in unusual colours and directions: bright colours on dark skin, dark colours on bright
skin. Choose angular shapes with sharp edges.
——The area where the nose, eyes and forehead come together is an important facial
feature. By covering this area with your hair or decorative elements, you will make it
harder for the software to recognise your face.
——The algorithm expects facial symmetry. Change this with design interventions.
——Also try to change the elliptical shape of your head – hair, roll-neck sweaters and
fashion accessories can help with this!
2. Take photographs of the results.
3. Additional task:
>> Consider what a clever social media post might say in order to draw your friends’
attention to the subject of facial recognition.

>> Optional: Share your photos in a class chat room and select the most original!
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